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DETAILED ACTION 

i 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 

i 

form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. ; 

2. Claims 1-4, 6-10, 12-15, 17-19, and 21 are rejected under 35 U.S.C. 102(b) as 
being anticipated by Jacks et al., U.S. Patent 5,740,178, hereinafter referred to as 
"Jacks". \ 

3. Referring to claim 1 , Jacks teaches an EERROM having data to be copied into 
the RAM, "shadow memory", and the EEPROM having hash sums that should reflect 

the state of the initialized RAM, this is interpreted as a system for verifying data in a 

i 

shadow memory, comprising: a shadow memory initializer operable to detect an 
initialization event, to initialize a shadow memory based on the initialization event, and 
to calculate original verification data for the shadow memory; the shadow memory 
comprising a shadow data (column, 1, lines 35-61, column 4 lines 13-17, column 5 lines 
7-23). Jacks also teaches checking the initializing process by generating CRC sums 
over the contents of the RAM and comparing them with pre-stored CRC sums, this is 
interpreted as a shadow memory verifier operable to detect a verification event and to 
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verify the shadow data based on the verification eyent by calculating current verification 

i 

data for the shadow memory and determining whether the current data matches the 

i 

original verification data (column 1, lines 55-58 and column 4 lines 27-41). 

j 

i 

4. As per claim 2, Jacks discloses: The systerjn of Claim 1 , wherein the shadow 
memory initializer is operable to initialize the shadow memory by storing the original 
verification data for the shadow memory (column 5 lines 7-23). 

5. As per claim 3, Jacks discloses: The system of Claim 2, wherein, the shadow 
data verified is when the current verification data matches the original verification data 
and the shadow data rejected when the current verification data fails to match the 

original verification data (column 4 lines 27-41). j 

i 

6. As per claim 4, Jacks discloses: The system Claim 3, wherein the initialization 
event comprises one of: the system being powered up (column 4 lines 43-45) and the 

shadow data being rejected (column 4 lines 41-43). 

I 

7. As per claim 6, Jacks teaches an EEPROM, "main memory", and a RAM, 
"shadow memory" and wherein the EEPROM contains data to be copied into the RAM, 
this is interpreted as a system for verifying data m a shadow memory, comprising: a 
main memory operable to store main data persistently; and a shadow memory operable 
to store shadow data temporarily, the shadow data comprising a copy of the main data 



f 
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(column 2 lines 33-41, column 1 lines 35-60). Jacks also teaches the EEPROM having 
hash sums that should reflect the state of the initialized RAM, this interpreted as a . 
shadow memory initializer operable to detect an initialization event and initialize the 
shadow memory based on the initialization event, and to calculate original verification 
data for the shadow memory (column 1, lines 35-60, column 4 lines 13-17, column 5 
lines 7-23). 

Jacks also teaches checking the initializing process by generating CRC sums 
over the contents of the RAM and comparing them with pre-stored CRC sums, this is 
interpreted as a shadow memory verifier operable to detect a verification event and to 
verify the shadow data based on the verification event by calculating current verification 
data for the shadow memory and determining whether the current data matches the 
original verification data (column 1, lines 55-58 and column 4 lines 27-41). 

8. As per claim 7, Jacks discloses: The system of Claim 6, wherein the shadow 
memory initializer is operable to initialize the shadow memory by storing the original 
verification data for the shadow memory (column 5 lines 7-23). 

9. As per claim 8, Jacks discloses: The system of Claim 7, wherein the shadow 
data is verified when the current verification data matches the original verification data 
and the shadow data rejected when the current verification data fails to match the 
original verification data (column 4 lines 27-41). 
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10. As per claim 9, Jacks discloses: The system of Claim 8, wherein the initialization 
event comprises one of: the system being powered up (column 4 lines 43-45) and the 
shadow data being rejected (column 4 lines 41-43). 

11. As per claim 10, Jacks discloses: The system of Claim 7, wherein the shadow 
memory initializer is operable to store the original Verification data in the shadow 
memory (column 5 lines 7-23). 

12. As per claim 12, Jacks discloses: The system of Claim 6, wherein the main 
memory comprises an EEPROM and the shadow memory comprises a RAM (column 1 
lines 59-61). 

1 3. As per claim 1 3, Jacks teaches an EEPROM that contains data to be copied to 
an RAM, "shadow memory", and the EEPROM containing hash sums which should 
reflect the initialized state of the RAM, this is interpreted as a method for verifying data 
in a shadow memory, comprising: initializing a shadow memory, the shadow memory 
comprising shadow data; calculating original verification data for the shadow memory 
(column 1, lines 35-60 and column 4 lines 13-17). Jacks discloses checking the 
initialization process of the RAM by comparing generated CRC sums with the pre-stored 
CRC sums, this is interpreted as detecting a verification event and verifying the shadow 
data based the verification event by calculating current verification data for the shadow 
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memory and determining whether the current verification data matches the original 
verification data (column 1, lines 55-58, column 4, lines 27-41 and column 5 lines 7-23). 

14. As per claim 14, Jacks discloses: The method of Claim 13, further comprising 
detecting an initialization event, wherein initializing the shadow memory comprises 
initializing the shadow memory based on the initialization event (column 5 lines 7-23). 

15. As per claim 15, Jacks discloses: The method of Claim 13, wherein initializing the 
shadow memory comprises copying main data stored a main memory into the shadow 
memory, and storing the original verification data (column 4 lines 13-17). 

16. As per claim 17, Jacks discloses: The method Claim 13, further comprising 
verifying the shadow data as valid when the current verification data matches the 
original verification data (column 4 lines 27-41). 

17. As per claim 18, Jacks discloses: The method of Claim 13, further comprising 
rejecting the shadow data when the current verification data fails to match the original 
verification data (column 4 lines 27-41). 

18. As per claim 19, Jacks discloses: The method of Claim 18, wherein the 
initialization event comprises one of: a system being powered up (column 4 lines 43- 
45) and the shadow data being rejected (column 4 lines 41-43). 
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19. Referring to claim 21, Jacks teaches the EEPROM is copied to various parts of 
the RAM, and to insure memory has been properly copied a series of CRC sums are 
generated, this is interpreted as wherein verifying the shadow data comprises 
calculating the current verification data using one or more random entries within the 
shadow memory (column 1, lines 49-58). 

Claim Rejections - 35 USC § 103 

20. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

21. Claims 5, 11, and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Jacks in view of Meyer, U.S. Patent 5,953,352. 

22. As per claim 5, Jacks fails to disclose: The system of Claim 1 , wherein the 
verification event comprises one of: a read request being received, a specified clock 
edge occurring, and a specified number of clock edges passing. Meyer discloses a 
mirroring system which compares the data stored in primary and backup storage 
devices, and is able to correct faulty data. This can be done at clock intervals (column 6 
line 60 - column 7 line 31 : D flip-flop circuits synchronize at clock intervals to compare 
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CRC's), or when data is read incorrectly (column 5 lines 7-13). Meyer discloses this 
system is able to maintain consistency between two sets of mirrored data (column 1 
lines 45-52) using a CRC algorithm (column 2 line 65 - column 3 line 8). Jacks also 
discloses that his system aims to maintain reliable backup copies of data (Jacks column 
1 lines 21-33). Using Meyer's system would enable the user to maintain both data sets 
by periodically comparing the data at clock intervals instead of only when data is written. 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention to incorporate the mirroring system of Meyer into the backup system of Jacks, 
as a means to maintain an accurate backup. 

23. As per claim 1 1 , Jacks discloses: The system of Claim 6, wherein the verification 
event comprises one of: a read request being received, a specified clock edge 
occurring, and a specified number of clock edges passing. Meyer discloses a mirroring 
system which compares the data stored in primary and backup storage devices, and is 
able to correct faulty data. This can be done at clock intervals (column 6 line 60 - 
column 7 line 31: D flip-flop circuits synchronize at clock intervals to compare CRC's), or 
when data is read incorrectly (column 5 lines 7- 13). Meyer discloses this system is 
able to maintain consistency between two sets of mirrored data (column 1 lines 45-52) 
using a CRC algorithm (column 2 line 65 - column 3 line 8). Jacks also discloses that 
his system aims to maintain reliable backup copies of data (Jacks column 1 lines 21- 
33). Using Meyer's system would enable the user to maintain both data sets by 
periodically comparing the data at clock intervals instead of only when data is written. 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time Of 
invention to incorporate the mirroring system of Meyer into the backup system of Jacks, 
as a means to maintain an accurate backup. 

24. As per claim 20, Jacks discloses: The method of Claim 13, wherein the 
verification event comprises one of: a read request being received, a specified clock 
edge occurring, and a specified number of clock edges passing. Meyer discloses a 
mirroring system which compares the data stored; in primary and backup storage 
devices, and is able to correct faulty data. This can be done at clock intervals (column 6 
line 60 - column 7 line 31 : D flip-flop circuits synchronize at clock intervals to compare 
CRC's),. or when data is read incorrectly (column 5 lines 7-13). Meyer discloses this 
system is able to maintain consistency between two sets of mirrored data (column 1 
lines 45-52) using a CRC algorithm (column 2 line 65 - column 3 line 8). Jacks also 
discloses that his system aims to maintain reliable backup copies of data (Jacks 
column 1 lines 21-33). Using Meyer's system would enable the user to maintain both 
data sets by Periodically comparing the data at clock intervals instead of only when data 
is written. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of invention to incorporate the mirroring system of Meyer into the backup system of 
Jacks, as a means to maintain an accurate backup. 

Response to Arguments 
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25. Applicant's arguments filed 28 December 2006 have been fully considered but 
they are not persuasive. The Applicant argues that the prior art does not teach "original 
verification data for a shadow memory is calculated", "calculating current verification 
data for the shadow memory" and "determining whether the current verification data 
matches the original verification data". The Examiner respectfully disagrees. 

Jacks teaches an EEPROM having data to be copied into the RAM, "shadow 
memory", and the EEPROM having hash sums that should reflect the state of the 
initialized RAM, this is interpreted as a system for verifying data in a shadow memory, 
comprising: a shadow memory initializer operable to detect an initialization event, to 
initialize a shadow memory based on the initialization event, and to calculate original 
verification data for the shadow memory; the shadow memory comprising a shadow 
data (column, 1, lines 35-61, column 4 lines 13-17, column 5 lines 7-23). Jacks also 
teaches checking the initializing process by generating CRC sums over the contents of 
the RAM and comparing them with pre-stored CRC sums, this is interpreted as a 
shadow memory verifier operable to detect a verification event and to verify the shadow 
data based on the verification event by calculating current verification data for the 
shadow memory and determining whether the current data matches the original 
verification data (column 1, lines 55-58 and column 4 lines 27-41). 

Conclusion 
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26. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Joseph D. Manoskey whose telephone number is (571) 

272- 3648. The examiner can normally be reached on Mon.-Fri. (7:30am to 4pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert Beausoliel can be reached on (571) 272-3645. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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May 20, 2007 




